


What is Passage? 



What is selective multiple encryption? 



What is Packet Swapping? 



What is End to End DRM? 



Selective Multiple Encryption and Packet Swapping 

Selective Multiple Encryption:  At the content distribution source, a 
small amount of critical data, essential for decompressing content is 
duplicated and encrypted at least two ways 
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Packet Swapping: Each device receives the same stream, selects its 
respective encrypted data and shares the remaining common content sent 
in the clear. “Packet swapping” is used to exchange the legacy CA packet 
for the alternately encrypted CA or DRM packet 
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Selective Multiple Encryption 
Note: MPEG compression is used as a 
form of encryption. Decompression is not 
possible without critical packets 

Passage Source Encoding:  4 Basic Techniques 
1.  Selection of critical packets (headers, etc.) 
2.  Duplication of selected packets 
3.  Multiple encryption of duplicated packets 
4.  Packet Identifier (PID) remapping 



Passage Device Decoding:  Three Basic Techniques 
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Packet Swapping 

1.  Receipt of structured, multi-PID elementary stream 
2.  Receive the alternate PID and delete the next legacy PID packet 

- Device parses Program Map Table to learn secondary PID 
3.  Decryption before Remapping of packet 



  Passage has various levels of security. Each 
uses different combinations of critical 
packets containing Sequence, GOP, Picture 
and Slice headers as well as individual 
macroblocks 

  Passage has been approved by Merdan 
Associates and Sarnoff Laboratories – 
reports are available under NDA 

  Selective encryption in the market:  

o  Apple MPEG2 HTTP Live Streaming uses 
less than 10 % encryption using “skip 
encryption” without inspection of the 
compression. It enables decryption in 
software 

o  Cisco CA Overlay uses 2.5% 

Critical Data 



Passage Bandwidth Usage 
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End-to-End DRM 
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Enabling DRM 
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Use Cases  
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Passage Overhead 
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Passage Benefits 
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